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DIGITAL FORENSIC

READINESS IN ORGANIZATIONS

By Kayne Hoo Kah Yan

Is Your Organization
Prepared for
LYBER RIGIDENTS ?

Cyberattacks are

In the current trend, the growth of
applications and device capabilities to
accommodate various online services leads

as likely to hit ) )
than to a higher risk of exposure to cyberattacks.
busi f her ind . Some common examples of online services
usiness from other industries include bank transfers, bill payments, online
Source: Boston Consulting Group, 20 June 2019. For Wealth Managers, 0ff Year Sparks H H H H
ety et S shopping, trip booking, and membership
Overview: https://www.bcg.com/d/press/20june2019-global-wealth-report-222692 ma nagement.

Despite protective measures in place, there is no
guarantee that an organization can be risk-free or
immune to cyberattacks. These breaches come with a 31 8 3 MILLION

cost as recovering from a breach consumes time and E I Annual cost of
i

money.
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Current approaches for most organizations in incident
handling are oriented to business continuity and
disaster recovery. As a result, a proper root cause Source: The Cast o Cybererime, conducted by Poneman Institute LLG
analysis is often overlooked.

by banking industry

Many organizations face difficulties in gathering sufficient quality evidence for a comprehensive
investigation to be carried out when an incident happens.

do not have formal
cyber resilience plan in their organization

Source: IBM study mare than half of arganizations with cybersecurity incident
respanse plans fail to test them
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Digital forensic readiness can be Brganizatiun'scapahilitytn
described as an organization’s

capability to collect, preserve, and
analyze digital evidence.
The objective is to maximize the

DIGITAL

potential in using digital evidence ;

while minimizing the cost and time A EV"]ENBE
required for an investigation.

In other words, it is the condition of ’

being prepared in such a way that
digital evidence is appropriately

acquired before an incident so that A PREPARED CONDITION

it can be readily available when the So evidence is acquired before an incident and readily
need arises without interrupting available for investigation without interrupting business
business operations. operations

L  J

By adopting digital forensic readiness, organizations can leverage this for both external and
internal purposes.

Increase chances of a positive
investigation outcome

Conduct forensic investigations in Serve to exempt the organization
an organized manner l from legal liabilities
o I:_I Support insurance
Maintain good governance claims in event of a
loss
Externally -"

.7, DIGITAL
Verification on disputed | FU RENSIG n .
transactions RE ADINESS Recovery under business

continuity plan
" Internally
Threat detection
within an organization 5 ;

I Improve effectiveness

~ - of security monitoring

Support organization policies in line Eﬁ' ﬂ
with business impact analysis \

Prevent opportunities for malicious

Investigation on alleged actors to cover their tracks
employee misconduct
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Implementation of

DIGITAL FORENSIC READINESS

In essence, the planning for
digital forensic readiness
requires identification and
assessment of risk areas

_ : : Assess within an organization and
e ] Illentlf_y the hqﬂness ﬁ circumstances whe!e actions to be taken to avoid
E—— scenario that invelve a full formal forensic L )
I digital evidence ‘ investigation is and minimize the impact
required of the identified risks.
Identify potential — Educate staff on
= 2 :::'J:::ea?:gt“es of NN il incident response and 1t should also involve a
= B awareness of digital ; ;
C’ PR g _. e mﬁ:ﬁ comprehensive review and
= etc) analysis of an organization’s
- Document evidence- current security posture,
: stioelogpdeny hased cases, which covers implemented
3 criteria for evidence describing the p
@ collection and it it technical controls, policies,
: storage :
impact procedures, and employee

Estahlish a capability
for securely
gathering legally
admissible evidence

ey

Ensure legal review to
facilitate appropriate
action in response to
an incident

Establish policy using Regular testing on the
5 a proper chain of 1 1 applicability of the
custody plan

skillset.

Awareness of
security operations
center (SoC) and

Sources:

Digital Forensic Readiness Planning and Readiness Checklist in
Order to Reduce Business Risk, Enterprise Security

Digital Forensic Readiness Checklist, Reserve Banks Information

7

Today, increased dependency on
information technology for business
operations has resulted in the
creation of digital footprints which
can be used to unravel the specifics
of an unexpected incident.

Organizations should shift their
focus from reactively approaching
incidents to being proactively
prepared even before incidents
are likely to occur to maximize the
potential of investigations that
will yield positive outcomes while
minimizing time and cost.

incident response  KTuSin procss o Formsc Rediess ntorstionl Jorl
(IR) team capability = ofDigital Evidence

should shift focus from

PROACTIVE
PREPARATION

REACTIVE
APPROACH

-
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https://www.accenture.com/_acnmedia/PDF-96/Accenture-2019-Cost-of-Cybercrime-Study-
Final.pdf

https://www.bcg.com/d/press/20june2019-global-wealth-report-222692

https://newsroom.ibm.com/2019-04-11-IBM-Study-More-Than-Half-of-Organizations-with-
Cybersecurity-Incident-Response-Plans-Fail-to-Test-Them

https://www.isaca.org/resources/isaca-journal/past-issues/2014/importance-of-forensic-
readiness

https://digital-forensics.enterprisesecuritymag.com/cxoinsight/digital-forensic-readiness-
planning-and-readiness-checklist-in-order-to-reduce-business-risk-nid-1184-cid-59.html

https://www.nationalarchives.gov.uk/documents/information-management/forensic-readiness.
pdf

https://www.utica.edu/academic/institutes/ecii/publications/articles/A0B13342-B4EO-1F6A-
156F501C49CF5F51.pdf

https://pub.rebit.org.in/inline-files/DigitalForensicReadinessChecklist.pdf
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This article is part of the Digital Banking Learning Series, 'Let's Talk Digital’, an
initiative by the ABS Center for Digital Banking. It is written by industry
practitioners and are aimed at educating the general public on the intricacies
of digital applications in banking and other related industries, including the
latest insights and trends of Digital Banking.

As the industry’s preferred partner in learning and development, ABS offers
relevant training programmes that covers a comprehensive list of banking
areas that are designed and developed in-house by our Specialist Training
Consultancy Team or in collaboration with strategic learning partners that
includes some of the top business schools in the world. It also provides
specialised consulting services and tailored learning solutions to meet the
specific needs of its clients.

For more information, visit our website at www.asianbankingschool.com or
email us at digitalbanking@asianbankingschool.com




